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January 4, 2023

To: Local Presidents
Regional Directors/Representatives
National Executive Board

Fr: Eugene Horton

Contract Adminisyfftion Representative

Re:  USPS, Office of the Inspector General, and Corporate Information Security Office
(CISO) discovered fake LiteBlue website which closely resemble LiteBlue

Dear Sisters and Brothers:

Please find enclosed a copy of the above-reference USPS, Office of the Inspector General, and
Corporate Information Security Office (CISO) discovered fake LiteBlue website which closely
resemble LiteBlue.

This is in further reference to the correspondence dated December 22, where you were
notified that the United States Postal Inspection Service, Office of Inspector General, and
Corporate Information Security Office (CISO) have discovered fake LiteBlue websites that
closely resemble LiteBlue. The website may feature an address ("URL") that is similar to
the actual address, such as "LightBlue," "LiteBlu,"” or "LiteBlue.org."" Upon accessing fake
sites, cyber criminals will capture your employee identification number and password and
may even forward you to our correct site.

As an additional precaution, the Net to Bank and Allotment functionalities have been
disabled online in the PostalEASE application accessed externally through LiteBlue via a
personal computer as of December 29 until further notice.

Employees may cancel allotments. establish net to bank, or make changes to net to bank via
the PostalEASE Interactive Voice Response (IVR) system. IVR is a telephone-based system
and may be accessed by calling the Human Resources Shared Service Center (HRSSC) at
877-477- 3273, menu option 1. Employees using the IVR system will need to have their
employee identification number (EIN) and personal identification number (PTN)

These services can be conducted online via PostalEASE when accessed using a USPS-
owned laptop or desktop computer. connected to the USPS network.

National Headquarters: 815 16th Street, NW, Suite 5100, Washington, D.C. 20006
(202) 833-9095 FAX (202) 833-0008 www.npmhu.org
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The LiteBlue and PostalEASE applications have not been compromised. A limited number
of employees have reported unusual account activity involving their Postal EASE accounts.
which has been attributed to their prior interaction with the fake LiteBlue websites

Enclosed is a stand-up talk concerning the information above.

Please disseminate this information as you deem appropriate. Should you have any questions
contact the Contract Administration Department.

Cc:  Paul V. Hogrogian, National President
Michael J. Hora, National Secretary-Treasurer
Teresa L. Harmon, Manager Contract Administration
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December 30, 2022

Mr. Paul V. Hogrogian

National President

National Postal Mail Handiers' Union
815 16%" Street, NW Suite 5100
Washington, DC 20006

Dear Paul;

This is in further reference to the correspondence dated December 22, where you were notified
that the United States Postal Inspection Service, Office of Inspector General, and Corporate
Information Security Office (CISQ) have discovered fake LiteBlue websites that closely resemble
LiteBlue. The website may feature an address ("URL") that is similar to the actual address, such
as "LightBlue," “LiteBlu,” or “LiteBlue.org." Upon accessing fake sites, cyber criminals will capture
your employee identification number and password and may even forward you to our correct site.

As an additional precaution, the Net to Bank and Allotment functionalities have been disabled
online in the PostalEASE application accessed externally through LiteBlue via a personal
computer as of December 28 until further notice.

Employees may cancel aliotments, establish net to bank, or make changes to net to bank via the
PostalEASE Interactive Voice Response (IVR) system. IVR is a telephone-based system and
may be accessed by calling the Human Resources Shared Service Center (HRSSC) at 877-477-
3273, menu option 1. Employees using the IVR system will need to have their employee
identification number (EIN) and personal identification number (PIN).

These services can be conducted online via PostalEASE when accessed using a USPS-owned
laptop or desktop computer, connected to the USPS network.

The LiteBlue and PostalEASE applications have not been compromised. A limited number of
employees have reported unusual account activity involving their PostalEASE accounts, which
has been attributed to their prior interaction with the fake LiteBiue websites.

Enclosed is a stand-up talk concerning the information above.

Sincerely,
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